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The introduction of Ethernet-APL technology earlier this year is an important 

technology milestone, enabling a new, high-performance paradigm of digital 

field communications for the process industry. 

Its dramatically higher bandwidth promises to enable a new generation of more capable 

field devices and Industrial IoT solutions hardly yet imagined. And, because it’s based 

on Ethernet, it promises to unify and dramatically simplify the control and information 

architecture of tomorrow’s plants.

But even for a greenfield facility, that fully realized tomorrow is only a few years away. 

A necessarily conservative lot, end users will need to test out the technology in labs, 

pilot plants and non-critical applications, while device manufacturers must produce a 

critical mass of the various field devices needed. Meanwhile, most brownfield process 

plants face decades during which new technologies will coexist with today’s solutions. 

No one anticipates that otherwise functional systems will be ripped out and replaced 

with ones based on Ethernet-APL. Instead, Ethernet-APL will have to compete opportu-

nistically with current technologies and present advantages that outweigh the price of 

change: if adoption requires unfamiliar tools and work processes, those advantages will 

be harder to come by.
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Let’s plan for  
Ethernet-APL success
The new, high-speed option for field communications must coexist  
with current technologies for years to come. The ability to extend  
HART-IP to high-speed instrumentation over Ethernet-APL is an  
essential aspect of industry’s path forward
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We’ve been here before. Fieldbus, the last 

effort to fully digitalize field communica-

tions, was a technical success but a com-

mercial underachiever. It introduced new 

complexity that was simply a price too high 

to catalyze widespread adoption. To carry 

the chemical reaction analogy one step 

further, we as an industry must aim to keep 

the “activation energy” of new technology 

adoption as low as possible.

ENTER HART-IP
While Ethernet-APL is a triumph of technol-

ogy, offering 10-Mbps, two-wire, powered 

communications over long distances and 

in hazardous locations, it’s only part of the 

puzzle. APL stands for “advanced physical 

layer,” which means that complementary 

application protocols are needed to fill out 

the communications stack. And since it’s 

Ethernet, we can even use multiple such 

protocols over the same pair of wires at the 

same time. 

It’s both liberating and potentially confusing 

to contemplate the coexistence of multiple 

protocols in the digital field. But it’s just like 

the network one has at home or in the of-

fice. Since it’s Ethernet and Internet Pro-

tocol (IP), you can browse websites, send 

emails, print documents and stream video—

each time transparently using a different 

application-level protocol over a shared 

Ethernet IP infrastructure. 

Similarly, when it comes to the digital field, 

a range of “industrial Ethernet” networks 

are likely to play roles depending on the ap-

In HART-IP, 
the 4-20mA 

analog signal is 
replaced with 
secure, high-
speed digital 
transmission 

of process 
variables 

and control 
instructions.
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plication and industry in question. But when 

it comes to the configuration, monitoring 

and diagnostics of process instruments and 

final control elements—and the process 

control they enable—one industrial Ethernet 

protocol stands alone in its ability to carry 

forward existing tools, work practices and 

workforce familiarity and to lower the ac-

tivation energy of adopting Ethernet-APL. 

And that’s HART, specifically in the form of 

HART-IP.

HART-IP was first introduced in 2007 as 

a high-speed Ethernet protocol to com-

municate HART data collected from Wire-

lessHART gateways. The original HART, in 

turn, dates back to the 1980s when it was 

developed and released as an open stan-

dard for smart transmitter communications. 

Uniquely, the original HART protocol still 

communicates over the 4-20mA analog in-

strumentation current loops first standard-

ized in the 1950s. Today, tens of millions of 

4-20mA analog instrument with HART con-

stitute the vast majority of installed instru-

mentation around the world. Even today, it 

dominates shipments of new instruments to 

the global process industries.

FUTURE-PROOF EVOLUTION
In recent years, the utilization of HART data 

from existing devices has only continued to 

increase. For many end users, the primary 

use case for the 4-20mA version of HART 

was during device installation and commis-

sioning, after which they turned to handheld 

communicators for periodic field trouble-

shooting and calibration. 

But booming interest in realizing the ben-

efits of digital transformation has more and 

more users seeking to continuously expand 

upon HART data in their instruments. In 

fact, more than one industrial network in-
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frastructure provider has reported that the 

Ethernet multiplexers used for such purpos-

es are flying off the shelves. This means that 

end users are only increasing their invest-

ments in the HART ecosystem. 

Meanwhile, today’s HART-IP has advanced 

significantly since it was first introduced. 

Adding an integrated security model in the 

latest version of the HART IP standard was 

key to establishing a proper cybersecurity 

posture on the next generation of Ethernet 

field devices. It’s also important to realize 

that in HART-IP, the 4-20mA analog signal 

is replaced with secure, high-speed digital 

transmission of process variables and con-

trol instructions. In short, HART functional-

ity is no longer limited to monitoring and 

diagnostics—with HART-IP it does control, 

too. Tests performed on Ethernet-APL 

indicate bandwidth that is more than suf-

ficient for closing the loop on most process 

control applications. For example, even 

with 150 devices reporting 20 updates per 

second over a 10 Mbps subnet, only 30% of 

available bandwidth was consumed. (Visit 

fieldcommgroup.org/technologies/HART-

IP/explained for more details.) 

WirelessHART already is being used to 

manage data streams from quite sophisti-

cated instruments such as vibration sensors 

for condition monitoring. Entire frequency 

waveforms are being communicated via 

HART-IP, and the core HART data model 

handles all that detail with aplomb.

But what’s even more special about HART is 

that the protocol remains consistent across 

all these architectures—Ethernet-APL, 

WirelessHART and 4-20mA HART. And that 

means minmal changes to existing tools 

plus little training up of plant personnel on 

new work practices upon adding Ethernet-

APL to the mix. 

Indeed, the biggest beef against 4-20mA 

HART has always been speed, making con-

figuration and other tasks both time-con-

suming and cumbersome. But with HART-IP 

over Ethernet-APL, it’ll be like someone 

swapped out your old dial-up modem for 

a modern WiFi connection. One’s desktop 

computer, email software and web browser 

are unchanged; they all work just as be-

fore—albeit orders of magnitude faster. 

That’s what HART-IP over Ethernet-APL 

promises: all the advantages of higher band-

width without incurring the activation en-
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ergy penalties that often come with technol-

ogy adoption. And, if someday an even more 

powerful network platform comes along to 

complement Ethernet-APL, it’s a safe choice 

that the proven ability to abstract network 

particulars from the HART protocol’s data 

model will work there as well. 

 

INTEROPERABILITY PRESERVED
Bringing HART along as we move toward an 

Ethernet-APL future also allows us to pre-

serve what has become industry’s best ex-

ample of ecosystem interoperability among 

different suppliers’ devices and systems. 

Decades of effort have resulted in Field De-

vice Integration (FDI) technology that helps 

to ensure proper field device management 

by the host—including device configura-

tion, replacement, maintenance and diag-

nostics—that is standardized and usable 

across all systems, independent of device or 

system suppliers or vendor-specific tools. 

Today’s FDI technology even allows instru-

ment makers to create secure, application-

specific web apps for their devices.

The HART protocol with Ethernet-APL 

doesn’t just benefit end users. It also prom-

ises to ease the development burden for 

device manufacturers, who can spend less 

time on their communication stack and 

more time figuring out what advanced 

functionality they can implement with the 

greater power that Ethernet-APL delivers: 

from less than 40mW intrinsically safe pow-

er with a 4-20mA transmitter to 500mW 

intrinsically safe power with Ethernet-APL. 

Importantly, Ethernet-APL also affords 

coexistence of application protocols in the 

same architecture, even over the same pair 

of wires. This means that using HART-IP to 

communicate with process instruments and 

control valves doesn’t impinge on using an 

alternative protocol for other application do-

mains. For example, if current tools and work 

processes leverage EtherNet/IP or Profinet 

to talk with drives and motor control centers, 

Ethernet-APL teamed with these protocols 

will make the transition for the personnel re-

sponsible for these assets just as easy as it is 

for the instrumentation and control person-

nel already familiar with HART.
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The most important aspect of asset management is the starting point: awareness of 

what assets you have. This is especially true when the assets connect to your net-

works, as they’re also potential cybersecurity vulnerabilities. 

Because you can only respond to something about which you’re aware, checking and man-

aging the assets themselves is also the first step in the cybersecurity chain. In other words, 

knowing who and what is connected to your system allows you to determine what’s con-

nected that shouldn’t be. 

Fortunately, there are many tools available that can passively scan your wired and wire-

less networks on a regular basis to find all the connected devices. That information can 

then be compared against a database of what should be there, and issue alerts about 

any discrepancies. Almost everyone who does a first scan of their system, especially a 

wired system, finds something they didn’t know was there and, in many cases, consum-

ing significant bandwidth.

Similar tools are available to watch overall network health for changes in traffic patterns, 

and report the same over a standard interface, so proper actions can be taken before an 

event grows into an incident.
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Wireless lessons for  
wired networks
Knowing one’s assets is the first step in managing them — 
and securing them, too

by Ian VerHappen, Solutions Architect, Willowglen Systems
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Compared to fixed networks, wireless 

networks offer some additional tools to 

effectively manage assets that can move, 

potentially transferring across access 

points or between physical networks. 

Because of these unique challenges, wire-

less sensor networks (WSN) tend to have 

more, basic, built-in security features, as 

well as tools to keep track of moving as-

sets. These include:

• �IEEE 802.15.4 radio networks and specific 

protocols;

• �AES-128 encryption for all communica-

tions within the network and the gateway;

• �Individual device session keys to ensure 

end-to-end message authenticity, data in-

tegrity, receipt validation and secrecy (non 

eavesdropping by other devices in the mesh 

network) through data encryption; and

• �Hop-by-hop cyclic redundancy check 

(CRC) and message integrity code (MIC) 

calculations to ensure message authenti-

cation and verification of the source and 

receiver of communications.

The above list reflects tools from a wireless 

perspective, but the same reasoning holds 

for all digital assets, particularly if they’re 

able to communicate with one another 

via an RS-232/RS-485 serial connection, 

or a digital protocol such as one of the 

fieldbuses on which devices tend to “auto-

negotiate” to announce their presence on 

a network, or a HART device that fires up 

once power is added. 

I understand work is being done through a 

dedicated ISA-99 Working Group as well as 

some of the fieldbus consortia to address 

security vulnerabilities at the wireless and 

wired field sensor level. More on these de-

velopments when they’re published.

The larger and more difficult asset manage-

ment challenge is with IEEE 802.11 (Wi-Fi) 

devices as they seem to be everywhere. 

Being so prevalent means these devices are 

constantly moving in and out of different 

hotspots, and have the potential to connect 

to plant networks as well.

Both 802.11 and 802.15.4 employ the clear 

channel assessment (CCA) technique, 

which means they listen to the channel 

to make sure there are no ongoing trans-

missions before starting to send. This 

prevents collisions, but it also has the ef-

fect that if you’re using a software-based 

network monitoring tool, you may not 

capture the true total picture. 

Cybersecurity is a constantly changing 

landscape. However, not knowing what 

you’re trying to manage compounds the 
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problem. Asset management not only 

keeps an inventory of networked equip-

ment, but it also provides information on 

the nature of each device and its capa-

bilities, from which it’s possible to infer 

expected behaviors under different con-

ditions. Knowing what you have where is 

also an important step in being able to 

respond and react when something requir-

ing intervention does occur. 

“When it comes to security,” it’s often 

said, “asset awareness is the first step to a 

solution.”  

“Almost everyone who does a first scan of their 
system, especially a wired system, finds something 

they didn’t know was there and, in many cases, 
consuming significant bandwidth.”
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A SINGLE pump provided a hydrocarbon feed to a manifold serving four parallel 

reactors, each with its individual vaporizer. Each vaporizer was a smallish vessel 

with some heat exchange coils to thoroughly vaporize the stream for the ensuing 

reactor. The process superintendent was unhappy with the constant cycling he observed, 

not only in the pressure and flow from the pump, but also in the vaporizer levels. If the level 

went high enough in any of the vessels, liquid feed would burp over into the outlet and the 

excess flammables would likely shut down that train. If the level went too low and starved 

the reaction, a shutdown would also be invoked. The cycling had gone on for some time, 

and one might conclude from its persistence that operations was accustomed to it.

While the plant had updated to a modern, microprocessor-based control system from a 

major DCS vendor, attempts to improve the level control tuning were always unsatisfacto-

ry—the cycling went on. Creative and thoughtful systems engineers added feed-forward for 

vaporized flow rates, not unlike steam drum controls. They were disabled because, if they 

had any impact at all, they just made matters worse. Tuning seemed impossible. Tweaking 

gain and integral action can do little to attenuate a cycle if the loop in question (the vapor-

izer level, for example) wasn’t the loop with a problem. What loop, then, could it be?

If the system had been constructed in, say, 1963, chances are all controls would be pneu-

matic. And level control, in particular, would likely be “local”—integrated with the displacer 

www.controlglobal.com

	 Industrial Networking	 14

Control-on-the-wire  
for Etherbus
Should Ethernet-based field networks accommodate local  
control implementations?

by John Rezabek 
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level measurement device. Clever and in-

scrutable to the uninitiated, rugged motion-

balance mechanisms, torque tubes, flapper-

nozzles, bellows and bourdon tubes yielded 

proportional control for a control valve and 

in most cases, reliable level control. 

One item that lingered on in the modern-

ized control system was the pneumatic 

valve positioner. In the 1980s and 90s, as 

we hastened to fit our plants with emerging 

DCSs, often the pneumatic field devices—

transmitters and positioners alike—lingered 

on, connecting to the new electronic I/O 

through massive banks of P/I (pneumatic 

to current) and I/P converters. At best, 

the field devices might be upgraded to an 

electronic version, but valve positioners still 

remained pneumatic, modulated by a field 

mounted I/P converter. So it was with the 

vaporizer level controls—I/P converters sent 

a pneumatic signal to each control valve’s 

pneumatic positioner.

There remains a loop that has been in the 

field since the middle of the last century 

(at least) and remains there today. System 

engineers might dream of elegant control 

systems, but none of it works if the inner-

most loops fail to function. What couldn’t 

be easily seen from the comfort of the 

engineer’s office was the significant hys-

teresis in the valve position “control loop.” 

Worn or loosening linkages and cams 

meant the valve position wasn’t consistent-

ly moving when the signal from the house 

was ramping up or down, which wasn’t 

obvious unless your suspicions led you to 

the physical device itself.

The “innermost” loop of ‘most of our con-

trol schemes has long been “in the field” 

and remains there today, but there are 

many potential improvements if our plant 

has the infrastructure to support them. 

No longer a proportional-only, motion-

balanced, flapper-nozzled and mechanical 

engineer’s amorous dream, today’s posi-

tioner sports tunable three-mode control, 

onboard diagnostics, trending, and (in the 

fieldbus version) a repertoire of function 

blocks including PID. Valve position ver-

sus setpoint can be trended “in the house” 

for those with fieldbus or HART-capable 

systems. Still essential for even rudimen-

tary tuning to be effective, why not retain 

its role as an effective platform for truly 

distributed control?

Clearly the power and affordability of ca-

pable chip-ware and memory means we can 

still contemplate the inherent advantages of 

control loops closely coupled to their final 

control elements. Clouds of I/O divorced 

from any controls appliances may be our fu-

ture, but perhaps “control anywhere” should 

continue to be accommodated for the field 

devices that have excelled at it.  
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THE introduction of Ethernet-APL technology earlier this year is an important tech-

nology milestone, enabling a new, high-performance paradigm of digital field 

communications for the process industry. Its dramatically higher bandwidth and 

delivered power promise to enable a new generation of far more capable field devices in 

hazardous and highly distributed locations. And, because it’s based on Ethernet, it promises 

to unify and dramatically simplify the control and information architecture of tomorrow. 

But from a practical perspective, tens of millions of analog 4-20mA instruments are installed 

around the world—and their numbers continue to grow daily. No one will be tearing them 

out anytime soon. Further, these analog devices are joined by a growing number of wireless 

monitoring instruments that are helping to realize the Industrial IoT ambitions of process 

manufacturers worldwide. So, you may be wondering, how can all these devices coexist and 

work together tomorrow and for decades yet to come? 

The answer lies in the HART protocol, which effectively transcends the physical layer dif-

ferences among analog 4-20mA wiring, wireless mesh networks and Ethernet. Importantly, 

HART also preserves the ubiquitous, well-established knowledge base of industry profes-

sionals when it comes to field instrument implementation and support. 

www.controlglobal.com
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How the HART protocol 
transcends physical  
layer constraints
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To learn more about how these important 

differentiators among Ethernet-APL ca-

pable networks creates a unified experience 

for users, Control caught up with Peter Zor-

nio, chief technology officer for Emerson’s 

Automation Solutions business.

	

Q: Peter, to start things out can you tell us a 

bit about the original 4-20mA HART proto-

col, how it came to be, and how it’s con-

tinued to stay relevant now for more than 

three decades and counting?

A: In the mid to late ‘80s, as intelligent field 

devices with microprocessors were first 

coming out in the industry, every system 

vendor also had their own digital proto-

col to communicate with those intelligent 

devices, often in a relatively closed manner. 

Each vendor used their own protocols to 

communicate with their own devices, licens-

ing them to a select few partner suppliers 

of field devices. Industry and the customer 

base, however, were looking for an open 

protocol that could be used interchange-

ably across multiple vendors.

So, Rosemont, a part of Emerson, pioneered 

the HART protocol as an open digital 

protocol for communication with control 

systems largely because, at the time, they 

were much stronger in field devices than in 

systems and wanted a uniform digital con-

nection to all systems. And one of the very 

smart things they did from a technical point 

of view was to add the HART protocol as a 

digital signal superimposed over the exist-

ing—and very ubiquitous—4-20mA analog 

communications signal for process mea-

surement and control.

This meant that all the systems currently in 

place still worked, but with this extra digital 

information. That preservation of current 

technologies really helped HART to be rap-

idly adopted among independent instrument 

vendors and end users who were looking 

for a digital protocol not tied to one system 

vendor. Simultaneously, industry started an 

effort to develop an official standard for a 

digital-only protocol, which became known 

as the Foundation Fieldbus protocol. But 

by the time that standard was ready to go, 

HART was supported by most device ven-

dors and up and running across the broad 

installed base of control systems. Further, 

the ease of adoption that it brought by not 

disturbing existing work processes had let 

HART build up a big head of steam.

Then, in the past 15 years or so, all the 

system vendors have come out with much 

more flexible I/O solutions that allow HART 

devices some of the same benefits of re-

duced wiring and more flexible installation 

that Foundation Fieldbus offers. That’s also 

increased HART adoption, further cement-

ing it as the de facto standard for process 

field devices. Finally, in 2008, the digital, 

wireless version of HART became an IEC 

standard and has achieved good usage. It’s 

considerably different from the 4-20mA 
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standard because it’s all digital. Obviously, 

there’s no 4-20mA signal over the airways.

Q: Was the continuity of work processes 

that HART offered part of what caused 

Foundation Fieldbus and other fieldbus 

alternatives to underachieve?

A: I think if we look back, everyone liked the 

idea of a digital network-based field com-

munication protocol. They liked the idea 

of multi-dropping instruments on fieldbus 

segments and the potential wiring savings 

that Foundation Fieldbus offered. But what 

they found in practice was that it required 

significant retraining of the workforce. It 

took additional engineering hours during 

system design, plus more highly trained 

technicians—in control systems, not just 

instrumentation—during installation and 

troubleshooting.

In short, Foundation Fieldbus technology 

works, and works very well. Emerson was 

one of its big supporters when it first came 

out. We’re still very proud of the state-of-

the-art—we think best-in-class—solutions we 

have for Foundation Fieldbus. But customers 

who have not adopted Foundation Fieldbus 

tell me they are not adopting it because of 

the changes in work practices and the in-

creased training and complexity it brings.

Q: Are there lessons to be learned from the 

underachievement of fieldbus that are ap-

plicable to Ethernet-APL adoption?  

Even in greenfield facilities, a mix of 4-20mA, 
wireless and Ethernet instrumentation will 

persist for a long time to come. HART is ubiqui-
tous in today’s facilities around the world, and 

continuity of user experience will prove critical 
in easing the adoption of new technologies.
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A: Absolutely. I’m a firm believer that we 

need to make sure we don’t repeat some of 

the missteps made with Foundation Field-

bus. And it really does come down to mak-

ing sure that the introduction of the Eth-

ernet-APL technology does not bring the 

same sort of dramatic step change in train-

ing, work practices and skillsets. If it does, 

it’s going to suffer the exact same adoption 

hurdle that Foundation Fieldbus did.

Q: Emerson’s a long-time leader in the 

realm of human-centered design (HCD) 

principles in the realm of automation and 

controls. Are there some UX principles that 

apply here?

A: The HCD principle we talk about is “the 

relative amount of gain for the relative 

amount of pain.” It’s a principle that can 

apply anywhere, but I think you can see it 

very clearly here. When HART was intro-

duced, it was digital technology on top of 

an existing analog ecosystem. You could 

do everything you did before, it was just 

more. If Ethernet-APL introduces a lot of 

new pain for the promised performance 

gain, adoption will suffer. 

Q:: When WirelessHART was first introduced, 

now more than 10 years ago, HART-IP (for 

Internet Protocol) was created to backhaul 

data over Ethernet from WirelessHART ac-

cess points. In a way, that work seems to 

have anticipated the development of Ether-

net-APL. Can you describe some of the latest 

features of HART-IP that now make it suitable 

to go all the way down to the field? 

A: At Emerson, we first realized the need 

for HART-IP to aggregate wireless HART or 

4-20mA digital HART messages and send 

them along on a higher bandwidth Ethernet 

network. HART-IP was first standardized for 

this use by the FieldComm Group’s prede-

cessor, the HART Communication Founda-

tion. WirelessHART already had mandatory 

cybersecurity features to ensure its secure 

use in potential control applications. And as 

we now look at HART-IP being used more 

broadly; those same cybersecurity consid-

erations have been applied to secure HART-

IP for direct control over an IP field-level 

network like Ethernet-APL.

Q: Interoperability is another key attribute 

of the HART ecosystem that’s been hard 

won over the years. Will that interoperabil-

ity goodness carry over into the next gener-

ation of secure HART-IP over Ethernet-APL 

devices and systems that we’ll soon see on 

the market?

A: Yes. And when you talk about not chang-

ing work practices, about easing the tech-

nology into a new customer site, that very 

capable and rich interoperability ecosystem 

that we’ve developed around HART is prob-

ably the biggest thing that secure HART-IP 

is bringing to the party. You will not find a 

more supported, more mature, more interop-

erable field protocol ecosystem than HART. 
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We have a very well defined ecosystem 

in which all vendors’ devices get certified 

by the FieldComm Group. This ensures 

that they work with another vendor’s host 

system, that they can be configured on 

that other vendor’s host system simply by 

providing a file. In the beginning, it was a 

Device Description (DD) file, then an Elec-

tronic DD Language (EDDL) file, and now 

what we call a Field Device Integration 

(FDI) package. The FDI package supports 

a very rich configuration environment that 

combines the benefits of EDDL with all 

that the FDT Group’s Device Type Manager 

(DTM) templates have to offer. 

End users have come to expect that a HART 

device will “just work” on their control sys-

tem, and that they’re not forced to use spe-

cific configuration tools from specific ven-

dors to make those devices work. They can 

simply pick any vendor configuration pack-

age and expect that a HART device will be 

configurable and integrated into the control 

environment. Further, all the major control 

systems provide very rich integration with 

secondary HART data right off the back of 

that automatic configuration that you get 

from the tool. So, the ease of configuration 

of any third-party device, the ease of inte-

grating that data into the control environ-

The HART protocol is uniquely capable of unifying the configuration and device management toolsets 
and user experience when dealing with a mixed environment of 4-20mA analog (grey lines), wireless 
(dotted red lines) and Ethernet-APL (yellow lines) devices. Further, it carries forward the industry-
wide expertise HART represents when it comes to instrument implementation and support.
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ment, those are all things that users know 

work well. And with seure HART-IP over 

Ethernet-APL, they can expect the same 

experience from the same tools; just faster!

Q: It seems that the new HART-IP over 

Ethernet-APL devices will, for purposes of 

device management and configuration, act 

a lot like 4-20mA or WirelessHART devices. 

How would you describe the continuity 

of experience that users will have when 

switching back and forth between analog, 

wireless and Ethernet-APL devices?

A: Let me just say, I believe Ethernet-APL is 

largely going to be a greenfield technology. 

We’re not going to see customers going in 

and upgrading existing Foundation Field-

bus, 4-20mA or any other protocol devices 

unless they really have a specific application 

that’s driving the need for the increased 

data rates that they’ll be able to get with 

Ethernet-APL. But even in greenfield there 

will be a mixed environment for a long time. 

The experience they should be able to get 

will be the same tool, the same look and 

feel whether it’s a 4-20mA device, a Wire-

lessHART device, or a secure HART-IP over 

Ethernet-APL device. 

Q: That certainly seems a more straightfor-

ward path than trying to introduce another 

new protocol. HART has been with us for a 

long time, but is it reasonable to expect that 

it’ll serve all the communication needs of all 

types of devices going into the future?

A: While we typically use the relatively 

slow 4-20mA HART for simpler devices 

with perhaps 50-100 pieces of data to 

communicate, such as temperature or 

pressure transmitters, we’ve done some 

very complex devices with WirelessHART. 

For example, a vibration transmitter where 

we’re able to communicate an entire wire-

less spectrum over the digital signal. So, 

we believe there really isn’t a device that 

secure HART-IP won’t be able to handle, as 

far as the fundamental commands and the 

structure of the way the data is communi-

cated. And, of course, with Ethernet-APL, 

you’re going to have 10-Mbps of band-

width to work with, moving large amounts 

of data quickly. 

Now, when you go into the world of electri-

cal equipment, there are other protocols 

that have been used over Ethernet for a 

long time, such as EtherNet/IP, PROFINET, 

and many others. I would propose that we 

probably could use secure HART-IP for these 

devices, but I think that because customers 

are already using those protocols and have 

workforces that are trained in them, they are 

going to want to continue with them, just as 

HART users will be comfortable with HART-

IP. There might also be cameras, more com-

plex sound sensors or devices that we don’t 

even think of now that might bring along 

their own Ethernet-based protocols.

Q: And there’s nothing stopping you from 

having a shared infrastructure with multiple 
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protocols on it, which is kind of a mindset 

switch when you’re moving to more of an 

Ethernet type of infrastructure, isn’t it?

A: That’s correct in principle, but I think 

what we’re going to see is some segmen-

tation among networks used for different 

purposes so that, for example, a network 

segment used for control has sufficient 

bandwidth reliability. But then think about 

bringing these dedicated segments togeth-

er at the trunk level. 

Q: You mentioned FDI is really a key com-

ponent in this interoperability equation for 

HART. How does that play as we move into 

this Ethernet-APL world? Does FDI con-

tinue to play the same sort of role that we 

see today? 

A: Yes, FDI is a key component of making 

sure that as device manufacturers build de-

vices with lots of new features, capabilities, 

and parameters, that the host systems that 

connect to those devices can auto-discov-

er those features and technologies, just like 

they do today for HART and Foundation 

Fieldbus. FDI also provides the ability for 

the device vendor to provide user interfac-

es in the form of, for instance, web pages 

that allow the end user to see the device in 

the way the device manufacturer intended 

it to be seen and to be configured. So, FDI 

allows device manufacturers the freedom 

to add capabilities and features that are 

then auto-discovered by the systems on 

which they’re hosted and become integrat-

ed into those host systems—automatically 

and across multiple vendors!  

“When HART was introduced, it was digital  
technology on top of an existing analog  

ecosystem. You could do everything you did  
before, it was just more. If Ethernet-APL  

introduces a lot of new pain for the promised  
performance gain, adoption will suffer.”


