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“Today’s refineries are dealing with many challenges including operational agil-

ity, higher margins, different crudes, corrosion and reliability, as well as how 

to use the Industrial Internet of Things,” said Ed Schodowski, refining director, 

Emerson, to attendees of the Refining and Petrochemical Industry Forum at the 2019 Emer-

son Global Users Exchange in Nashville, Tennessee.

With the guidance of live audience polls, Schadowski moderated a panel of four industry 

experts who discussed six topics that brought out a range of views and useful insights for 

automation engineers at refining and petrochemical companies. They dove in by asking the 

audience what types of operational excellence programs they’ve used to improve Solomon 

benchmarks, and how automation was involved. The audience chose mechanical availability 

(73%), turnaround index (35%), net cash margin, USD/bbl net input (19%), energy intensity 

index (15%), and personnel efficiency index (13%).

“Solomon is a double-edged sword,” said panelist Bruce Taylor, director, digital trans-

formation, Sinclair Oil Co. “It can lead management to slash and cut budgets and head 

counts, so you have to produce information that explains maintenance efficiencies—for 

example, sometimes it’s less expensive to just replace a relief valve than to remove it, test 

it and put it back.” Taylor recommended that managers make the Solomon criteria more 

granular, so plant personnel could recognize their influence. He said, “We gave them met-

Refiners boil down  
today’s challenges
By Paul Studebaker
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rics directly related to them so they know 

their contribution.”

Panelist Michael Barham, principal engineer 

and control systems technologist, Marathon, 

said, “Looking at the metrics, our mechani-

cal availability is high, but we haven’t done 

much using automation. We could do much 

more to increase that number, but how can 

we quantify it? We measure things falling 

apart, not holding together.” Barham em-

phasized that turnarounds are a quick way 

for plants to lose money. “They’re often 

20% over budget,” he said. “Good turn-

arounds equal good maintenance. Do turn-

arounds well, and the rest will fall out.”

Panelist Richard Marcantel, instrument engi-

neering manager, Citgo, said, “We’re an old 

plant with analog signals and few smart de-

vices. We need to have as much availability as 

possible. We’re trying to leverage HART and 

get information to people who can use it.”

Panelist Dustin Beebe, vice president, con-

trol and operator performance, Emerson, 

pointed out that “Procedural automation 

can transform the way people work. Don’t 

just deploy technology, lift and shift opera-

tors. Automation is one way to do it.”

IMPROVE EQUIPMENT RELIABILITY
Attendees were then asked where they 

were on the journey toward best practices 

in Integrity Operating Windows (IOW) as 

described in API 584, and improving fixed 

equipment reliability. The poll showed 

48% “have started and are on the journey,” 

while 28% are “talking about it and creat-

ing plans,” 21% have “only discussed it,” and 

3% have programs that are “fully developed 

and comprehensive.”

Emerson’s Beebe observed that, “With mil-

lennials coming in, most people are on the 

journey.”

Marcantel at Citgo said, “We started, and 

are early in the journey, asking how to get 

data—information—to the computers on 

their desks to make better decisions.” It’s 

important because, “We make measure-

ments on rounds, but what happens be-

tween rounds?” he said.

“The bottom line is money,” said Marathon’s 

Barham. “We look at the IOWs when it’s im-

portant, but mostly pull data before meet-

ings, and that’s shortening downtime.”

Taylor at Sinclair warned that, “Many people 

don’t know what an IOW is versus a limit 

or target, so we usually give information in 

terms operators can appreciate,” such as 

dollar signs or value symbols. Further, “When 

we see step changes from shift to shift, we 

try to learn from those anomalies and get 

everyone on the same page,” he said.

UPSKILL FOR MORE DATA
Asked, “What have been the best upskilling 

methods and procedures to utilize addi-
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tional information about the process and 

assets?” the audience poll showed attend-

ees use formal onsite training (69%), formal 

vendor offsite classroom training (48%), 

lunch-and-learns (52%), webinars (16%) and 

universities/technical schools (8%).

Training is good, but “It’s hard to get 

change into the operator rhythm, to con-

tinually reinforce training so it becomes part 

of the operating norm,” Taylor said. “Train-

ing is valuable, but it has to be followed up.”

At Marathon, “A chemical company cus-

tomer requires our operators to have four-

year technical degrees, so we sponsor 

and follow that,” said Barham. He says the 

problem with formal training is that it’s a 

one-time thing. “Webinars are very valu-

able because they’re always coming up,” 

he said. Repetition is important because, 

“Our models that we train them on don’t 

replace the models in their heads—they 

compete with them.”
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Marcantel at Citgo said, “We do all of these. 

We have a really good technical school in 

our area, and companies in the area require 

a degree from that school.” He prefers off-

site training because people tend to get 

pulled out of on-site training for emergen-

cies. But the most important thing is to put 

training to use immediately, he says. “If you 

don’t use it, you lose it.”

Beebe agreed. “We can’t do enough for-

mal training, so we use more online webi-

nars,” he said. “Operators can see a we-

binar on, for instance, alarm management 

or an instrument procedure, then they can 

go do it.”

JUSTIFY WIRELESS
Asked to comment on lessons they’re 

learned about wireless justification, imple-

mentation, maintenance, etc., the audience 

poll revealed that 51% need a better vision 

for use cases, 44% need better financial 

justification, 28% need management buy-

in, 23% need a total wireless IT plan, and 

21% have had trouble tackling cybersecu-

rity issues.

“We put in a comprehensive Wireless 

HART and Wi-Fi system,” said Taylor at 

Sinclair. ”The infrastructure was five times 

the cost of the devices for a single applica-

tion, so we canvassed for all the applica-

tions and created a vision—no one use case 

justifies the cost, but together, the return 

was huge. We cut two to three days out 

of a turnaround.” But he cautioned, “When 

you build it, who owns it? Who changes 

the batteries? What about monitoring and 

cyber? And you must understand the pro-

tocols—Wi-Fi is not industrial.”

Marcantel at Citgo pointed out that, “Man-

agement doesn’t understand all the ter-

minology. Dumb it down so they can un-

derstand.” He agreed that it’s important to 

make decisions about ownership and main-

tenance upfront.

“We designed a wireless temperature sen-

sor innovation program with great Emer-

son sensors, but it’s not moving forward 

due to cost priorities,” lamented Barham.

Beebe replied, “Think about what the proj-

ect means to your company. Then challenge 

the vendors on cybersecurity and under-

standing your use case.”

GET A GRIP ON MASS BALANCE
Asked about their successes and best 

practices in improving mass balances, the 

audience poll found that 80% have im-

proved data quality for unit or plantwide 

optimization/modeling, 13% have improved 

losses, 5% have reduced financial risk, and 

3% have reduced theft.

“Our biggest challenge is people,” said Bar-

ham. “It’s so basic, it’s not sexy, and people 

don’t care.” There are great automated 

tools that use statistics to pinpoint where 
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the problems are, “But then you have to 

get the fix done,” he said, adding, “You 

must have mass balance for advanced 

process control (APC) projects and model-

based control.”

Beebe noted that available systems “can 

pinpoint the instruments causing loss, 

tell you where to put instruments, where 

to improve accuracy. A refinery runs on 

barrels, which equal mass, and you really 

need to understand where it’s going.”

Marcantel said, “We have a lot of orifice 

plates, not mass flowmeters. New processes 

and new crews change things up all the 

time, and when you start with bad data, you 

end up with bad results.”

Taylor observed, “It has the same problems 

as APC. Who keeps it evergreen? A new en-

gineer gets the job for their first 18 months, 

then what? It’s a great application for artifi-

cial intelligence (AI).”

CONNECT ISLANDS OF  
AUTOMATION
Finally, the audience was asked to fill in 

a blank: “Where has your plant removed 

islands of automation, such as stranded 

PLCs?” Responses were many and varied.

“First, what’s the value? It’s a capital cost, it 

has to have ROI,” said Barham.

Marcantel replied, “The costs include main-

tenance of stranded PLCs, doing main-

tenance and diagnostics out in the plant. 

Technicians could be doing something else 

more productive. We’ve integrated a lot of 

PLCs to our DCS—a DeltaV can integrate 

them very easily. Or run a Modbus TCP 

connection and bring it back. Use an OPC 

connection if there’s no DCS to get it to op-

erators,” adding, “It really helps you on the 

maintenance side.”

Beebe said, “It’s also for optimization, by 

bringing data together and into the cloud. It 

helps you coordinate cybersecurity, deploy 

patches, control attack surfaces.”

Taylor pointed out that, “When islands are 

not integrated, they run on their own for 

functionality as well as data. It’s hard to 

know what’s going on.” Furthermore, “AI is 

coming, and AI totally depends on cross-

functional views. For example, a pump’s 

usage, history, environment—we need all 

that to optimize it.”
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gas entrainments, maintaining operation at all times
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Q: We have a problem of production mis-

match on the custodian metering system 

in our natural gas station (Figure 1). There 

are two trains with two different runs. It 

is a gas treatment and export station. We 

export to the LNG station and also to some 

domestic users.

The details:

• �Total production: 12-13.5 million standard 

cubic feet per day (MMSCFD), confirmed.

• �Trains: A and B.

• �Runs: train A has two runs; train B has two 

runs.

• �Export parameters: -5 to 5 °C

• �Flow computer: Emerson FloBoss S600+ 

Series

• Primary element: Daniel Senior orifice

The issues: We always observe a loss or 

mismatch of 0.3 MMSCFD whenever train A 

is not available and we flow through train B. 

Also, could you tell me the full meaning of 

AR and how can we get the AR reference?

Alabi Femi, lead, control room

Total E&P, Nigeria

falabious@yahoo.com

A: My wife’s scale reads two pounds below 

mine. Whenever I want to feel good, I mea-

sure my weight on her scale. After the two 

measurements, I still don’t know what my 

weight is because either or both scales are 

probably in error. In other words, whenever 

you’re selling gas, use train A and whenever 

your’e buying it, use train B. But joking aside, 

Natural gas metering  
mismatch
Why there will be two Volume 2s in the Instrument Engineers’ Handbook.

By Béla Lipták 
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if I understand you correctly, it seems you 

have a lousy metering system in your station.

You’re measuring natural gas flow at 12 

MMSCFD (8,333 SCFM) through two alternate 

trains, using orifice flow elements, and you 

observe that train B always reads lower by 

0.3 MMSCFD—a difference of 2.5% between 

the two readings. Assuming the flowmeter in 

train A is correct (probably a false assump-

tion, as we have no idea what the actual flow 

is), this would mean you have a 2.5% full scale 

(FS) error. This error is a fixed quantity (0.3 

MMSCFD), and therefore if flow drops, this 

quantity becomes a larger percentage of the 

actual reading (AR) of the actual flow (AF).

In an ideal installation, if the orifice bore 

diameter is correctly calculated (and the 

calculation includes the bleed hole flow), 

the edges of the orifice are sharp, and 

the plates are correctly installed, the er-

ror contribution of the plate itself within 

a 3:1 flow range should be about 0.1% AR. 

These days, the smart transmitters have 

high rangeability and very good accuracy 

(about 0.1% FS), which, at a minimum flow 

on a 3:1 installation, corresponds to 0.3% 

NATURAL GAS METERING STATION
Figure 1: This typical metering station has two trains in part so one can always be available while the 
other may be offline for maintenance, calibration or repair. In the questioner’s station, the trains ap-
pear identical but show a consistent difference in their flow measurements.
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AR. Now, if the station was calibrated 

against a 0.1% AR reference, the total error 

should be about 0.5% AR.

Therefore, if at a full flow of 12 MMSCFD 

your train B reads 0.3 MMSCFD below train 

A, that error is 2.5% FS, and at the minimum 

flow on a 3:1 installation, it is 7.5% AR. This 

is obviously unacceptable and you must 

recalibrate the stations.

Béla Lipták

liptakbela@aol.com

A: We can’t assume the error is 2.5% be-

cause the error or errors are not defined by 

a difference. (The equivalent old statement 

is, if you have two watches, then you don’t 

know what time it is.) Either or both are 

probably in error.

Achieving good accuracy is neither cheap 

nor easy. The ideal solution is a proper, in-si-

tu flow calibration for both meter runs. Next 

best is a detailed inspection/review of the 

installations, all the sensors, flow computer, 

and anything that can affect the reported 

flow. Since you have orifice fittings, it is rea-

sonably easy to inspect and/or replace both 

orifice plates—new orifice plates will elimi-

nate one set of possible defects. Any errors 

in the temperature, gas density, or differen-

tial pressure (DP) are flow errors, of course.

If you have access to the ISO flow standards 

you can see what they say about installa-

tions and sources of error.

I like to have the “value of the measure-

ment” defined to provide justification for 

the costs involved in reducing uncertainties 

or improving reliability. It should be pos-

sible to learn the potential annual cost for 

an actual 1% error. This might provide justi-

fication for better calibration equipment or 

field instruments.

I get upset when someone tries to save 

money where it should be spent. None of 

the salesmen I’ve met go out of their way to 

explain that the listed accuracy of an instru-

ment is only under laboratory conditions 

and may be worse at a low percent of scale, 

or that errors can increase for weather con-

ditions in the real world. Probably the most 

accurate part of a flow loop today is the DP 

transmitter; specifications there are greatly 

improved over the past few decades.

Cullen Langford

CullenL@aol.com

A: To further Béla Lipták’s comment, there 

are three more issues that may arise to give 

you the error you mention:

1. �During start up and shutdown, there may 

be measurement errors since the orifice 

plate pressure drops will not be exactly the 

same for the orifice in full-volume mode.

2.� Even though you didn’t mention it, the 

majority of orifice plates have either bleed 

or vent weep holes. Again, if this small 

orifice is not calculated into the overall 

orifice plate calculations, it may cause 

measurement errors.
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3. �Finally, the orifice plate over time will see 

erosion/abrasion/corrosion impacts in 

the orifice.

Alex (Alejandro) Varga

vargaalex@yahoo.com 

Q: Is the Instrument and Automation Engin-

ers’ Handbook, 5th edition, in two volumes 

or three volumes? Does is it have updated 

control methods and control systems sec-

tions, as the 4th edition has?

Rahim Salamat

rahim1356@gmail.com

A: The status of my handbook is as follows:

• �Volume 1 on Measurement and Safety is in 

its 5th edition (2,199 pages).

• �Volume 2 on Analyzers and Analysis is in 

its 5th edition (1,314 pages).

• �Volume 2 on Industrial Control and Opti-

mization is in its 4th edition (2,387 pages)

• �Volume 3 on Software and Networks is in 

its 4th edition (874 pages).

In the 5th edition, I split the Measurement 

and Analysis volume into two volumes 

because with all the new material, it would 

have ended up a 3,500 page volume, which 

would have be hard to handle. I left the In-

dustrial Control and Optimization volume in 

its 4th edition because the control strategies 

of traditional industries have not changed.

I’m now working on a new volume, probably 

titled “Controlling the Future,” in which I’m 

trying to show that analyzing and control-

ling new processes (like climate change or 

artificial intelligence AI development, etc.) 

requires application of the same principles 

that we’ve developed for analysis of the dy-

namics of industrial processes—by determin-

ing their time constants, dead times, gains, 

manipulated variables, interactions, etc.

Béla Lipták

liptakbela@aol.com
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In the Permian Basin, Chevron is commissioning facilities to separate and store oil and 

water, about one per year, each with three separators and six tanks. It’s also doing prop-

erty swaps with other companies in the basin to take advantage of common infrastruc-

ture. As a result, it’s integrating about one system per week, each with similar equipment 

but often, different control systems.

“There are at least five things to integrate—PLC, local touchscreen, control room graphics, 

PI historian, and decision support center graphics—that must be done in series,” said Todd 

Anslinger, Industrial IoT Center of Excellence lead, Chevron. “Then, we have to verify every 

step to rule out human error. At the same time, human resources (HR) says we must double 

the number of facilities with just a 30% increase in head count.”

Anslinger spoke at Rockwell Automation Process Solutions User Group (PSUG) 2019, this 

week in Chicago.

Today, Chevron does separate integrations and security among those five things and may-

be more, such as a flat file for production and a production database. “A different person 

is responsible for each thing, and each connection is a separate 1:1 relationship,” Anslinger 

said. “This takes more than 30 days, often six weeks per facility, not one week.”

MQTT saves time  
and bandwidth, too
By Paul Studebaker
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Further, using a radio network with con-

ventional poll-response, “We have to create 

and tear down connections for each com-

munication with each device. With 16 re-

mote sites, both analog and digital commu-

nications, it takes four minutes for a round 

robin. But with 50-100 devices per field 

office, it takes an hour, due to latency in the 

radio communications,” Anslinger said.

PUBLISH/SUBSCRIBE  
TO THE RESCUE
Instead, Anslinger proposes to use the MQTT 

(Message Queueing Telemetry Transport) 

protocol to lower bandwidth and speed 

integration. “Today, using a SCADA host 

doesn’t look too daunting, but in 50 business 

units we have 2,500 applications, each with 

1:1 relationships,” he said. “How to manage all 

these starts to look like a nightmare.”

So, Anslinger proposes adding a MQTT 

broker to the SCADA host—a single point 

of contact. “Now, we can poll disparate 

devices—Modbus, etc.—as well as Rockwell 

Automation devices with native MQTT. For 

example, a pump pushes data to the host. 

The host is looking for ‘dot pump.’ Instead 

of step-by-step serial, the pump publishes 

and upstream systems get it.”

In the field, facilities might be 120 miles 

away, and across mountains. “It might take 

more than four hours to drive there—a big 

pain to go out there and physically manage 

the devices,” Anslinger said. “But with radio, 

it’s a big infrastructure cost to gain speed. 

The last mile is where we’re severely lim-

ited.” There’s a lack of bandwidth, and slow 

radios eat it up. If more frequent communi-

cation is needed for a critical measurement, 

say, to monitor a tank level, “You might 

have to shut down the SCADA to get band-

width for that poll,” he said. “All the other 

information is lost.”

But how many variables change minute-to-

minute? Some, but not all of them. Publish/

subscribe (pub/sub) limits communications 

to just the parameters that change. “With 

Rockwell Automation PlantPAx objects, the 

initial poll might be 150 parameters, but then 

you only get the ones that change,” Ansling-

er said. “This frees up bandwidth, reducing it 

to about 15% of what it was before.”

“If all the producers used pub/sub, we could just 
change the IP address, point it to a new broker 
in the cloud, and have it up before lunchtime 
instead of in months.” Chevron’s Todd Anslinger 
on the use of MQTT to streamline radio commu-
nications.
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It also reduces the time to integrate stan-

dard add-on instructions (AOIs). “If you 

make a change, everything is updated au-

tomatically,” Anslinger said. “A PLC change 

automatically filters up to the control room, 

all the way to PI historian. It just shows up.

“If all the producers used pub/sub, on a new 

or acquired facility, we could just change 

the IP address, point it to a new broker in 

the cloud, and have it up before lunchtime 

instead of in months, while we risk spills due 

to lack of information.”

STUDIES SHOW SPEEDY RESULTS
Anslinger’s Center of Excellence researched 

three scenarios comparing the time to 

propagate an AOI addition through the sys-

tem: Competitor PLC/HMI (competitor PLC 

with a competitor touchscreen with a com-

petitor HMI with OSI PI historian); Full verti-

cal Rockwell (Rockwell CLX with ViewME 

with ViewSE with HistorianSE); and Sensia 

ConnectedProduction (CLX compute mod-

ule, ViewSE running on VersaView, ViewSE 

in the control room, and a cloud instance of 

ConnectedProduction with VantagePoint).

“Before I show you the results, if you didn’t 

know anything about how poll/response 

worked, how would you want it to work?” 

Anslinger asked. “For example, consider an 

ordinary printer. You used to have to down-

load a driver but now you just power it up, 

point it to your Wi-Fi, and it just works, you 

don’t have to integrate it. If you make a 

change, it just shows up. Pub/sub—MQTT—

can do this.”

For each scenario, time measurements were 

taken to “add a tank object” to an existing 

system, and download to the controllers/

computers:

• �Competitor PLC/HMI: 22 minutes

• �Full vertical Rockwell: 13 minutes

• �Sensia Connected/Production plus mobile: 

4.5 minutes

“In practice, since you still have to check 

for human errors, commissioning takes one 

week instead of two weeks,” Anslinger said.

MQTT in practice

Instead of pure MQTT, Chevron focuses on 

SparkPlug B (SpB), which adds features 

including birth certificate and death certifi-

cate (session awareness). “When you add a 

new PLC or AOI, you get a birth certificate. 

You see that, and you can pull it in,” An-

slinger said.

Without Session Awareness, you might not 

know if an instrument died. For example, 

at one point, “Lightning took out a level 

gauge, and we didn’t find out until a local 

driving by called Chevron about water run-

ning across the road,” Anslinger said.

“With standard MQTT, you only get so 

much, and you have to add to it to build a 

structure of tag names to know what you 

have,” Anslinger said. SpB accounts for the 
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hierarchy of Chevron facilities, including a 

tagname convention that helps with con-

textualization of data. This has been given 

to the Eclipse Foundation, which is some-

what like ODVA and is managing this “open 

standard” with other oil & gas companies, 

he said. “Other vendors have already imple-

mented SpB, and Rockwell/Sensia has pro-

grammed a compute module that is SpB.”

In summary, pub/sub is good for adding 

similar facilities when you use standard 

objects and dashboards. “You can just add 

your standard object,” Anslinger said. “Ad-

ditions and changes can automatically show 

up through all levels of the process control 

network, and even business systems.”

Pub/sub pushes updates to the broker only 

when a value changes outside a set thresh-

old. This uses about 15% of the bandwidth 

of poll/response, thus opening bandwidth 

for other technologies from condition moni-

toring to video.

Finally, Anslinger said, “Make sure you have 

session awareness so you are not running 

blind.”



To develop a successful cybersecurity program and protections, Al-Ghamdi reported 

that several questions must be answered, namely: Why measure? What to measure? 

How to measure? And who needs to do what?

“Cybersecurity has to be justified by some increase in revenue, and we’re in a world of key 

performance indicators (KPIs), so we have to measure to manage and evaluate the effec-

tiveness of cybersecurity control implementations,” explained Al-Ghamdi. “We also have to 

measure cybersecurity because it helps transform technical jargon into business-friendly 

terms, keeps management involved, turns good data into good decisions, justifies invest-

ments if needed, and builds a foundation for KPIs about cybersecurity.”

Al-Ghamdi added that cybersecurity metrics should be focused on things users want to 

measure, and deciding where to focus should be based on previous assessments of gaps 

and regulatory requirements or policies. “If you don’t know where to focus, then start sim-

ple, capitalize on available expertise, go for some quick wins, and use an iterative model,” 

said Al-Ghamdi. Some of these regulatory requirements and guides include:

• IEC 62443, Industrial Network and System Security;

• NIST SP 800-53, Security Controls;

• NIST SP 800-55, Performance Measurement Guide for Information Security; and,

• �NIST SP 800-82, Guide to Industrial Control Systems Security.

KPIs help gauge  
cybersecurity at  
Saudi Aramco
By Jim Montague
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Individual applications, facilities and organi-

zations decide what cybersecurity metrics to 

measure based on technical, procedural and/

or environmental controls, such as number 

of incidents, incident response procedure 

(IRP), door access controls, etc. “They also 

decide what to measure based on business 

impacts,” added Al-Ghamdi. “These can 

include industrial control system/operations 

technology (ICS/OT) group vs. enterprise 

metrics, and compliance vs. gaps.”

HOW TO MEASURE
Al-Ghamdi reported there are at least five 

basic steps needed to develop and imple-

ment an effective cybersecurity program. 

They include:

Identifying metrics by deciding on business 

goals; knowing your audience; starting 

small and building as you evolve; choosing 

scalable metrics that are understandable to 

non-technical audience; and, making sure 

any given metric answers a question for 

decision-makers.

• �Identifying required data sources to popu-

late metrics; building a baseline of exist-

ing resources, such as number of servers, 

printers, workstations, network devices, 

etc.; and, using the baseline for all metrics.

• �Implementing metrics by automating col-

lection of data wherever possible; building 

an Excel sheet for constituent parameters 

and formulas, such as number of backups 

and total supported systems; and, preserv-

ing collected information for each metric.

• �Presenting results by consolidating all rel-

evant information into a report; presenting 

information in a graphical format; making 

metrics clear to the intended audience; and, 

ensuring sustainability of the collected data.

• �Adjusting and updating metrics by gaug-

ing progress after one year (at most); 

seeking audience feedback for improve-

ments; adjusting underlying formulas to 

scale—and recognizing that 100% cyberse-

curity isn’t the primary objective.

“Complete cybersecurity can’t be the goal 

because it can’t achieved—potential probes, 

intrusions and attacks are always evolving,” 

said Al-Gahmdi. “This means cybersecu-

rity must be always evolving, too, and KPIs 

must be measured month to month.”

In addition, Al-Ghamdi recommended using 

the following eight KPIs and matrices for OT 

cybersecurity in a given environment:

“Once applicable KPIs are established and their 
data is gathered, they can be aggregated to 
come up with one number that’s easy to under-
stand, such as a percentage level of cybersecu-
rity that can be compared.” Khalid Al-Ghamdi, 
engineering consultant, Saudi Aramco
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• �How many cybersecurity incidents occur 

during one year?

• �What percentage of the setting has back-

ups available?

• �What percentage of the environment is in 

compliance with patching policy?

• �How well is the endpoint protected by 

antivirus software, an intrusion protection 

system (IPS), etc?

• �What percentage complies with interna-

tional best practices, such as firewalls or 

network configuration hardening?

• �How many cybersecurity awareness ses-

sions were conducted in one year?

• �How many disaster recovery and  

cybersecurity drills were conducted  

during one year?

• �How many active system administrators 

are there?      

“Once these and other applicable KPIs 

are established and their data is gathered, 

they can be aggregated to come up with 

one number that’s easy to understand, 

such as a percentage level of cyberse-

curity that can be compared,” added 

Al-Ghamdi. “For instance, if you’re 88% 

cybersecure one month and 86% cyber-

secure the next month, you can drill down 

to find out what needs to be addressed. 

However, because people tend to relax 

over time, each facility also needs cyber-

security awareness sessions and drills. 

Plus, they also need to have enough plant 

administrators for cybersecurity, so one is 

always around when needed.”

Al-Ghamdi also suggested using a simple for-

mula for network security, which he defined 

as: Network security = (# of network devices 

with hardened configurations / total # of net-

work devices) x 70% + (# of certified firewall 

policies / total # of firewall policies) x 30%

Once the results of these KPIs and other 

statistical indicators for cybersecurity are 

collected, Al-Ghamdi advised assigning 

tasks for addressing them to several pri-

mary job descriptions and departments that 

can be established, including:

• �Chief information security officer/gover-

nor of risk compliance (CISO/GRC);

• �Plant administrators;

• �Network management systems (NMS) 

administrator;

• �Security operations center  

(SOC)/security information event  

management (SIEM); and,

• �Responsible, accountable, consulted, in-

formed (RACI) model.

“It’s also essential to keep going with cy-

bersecurity,” concluded Al-Ghamdi. “Once 

we populate our KPIs and other tables, we 

can see where problems are happening and 

manage them. However, because this is a 

learning curve, we also have to go back ev-

ery six months, and see what else we have 

to do. It helps to remember that it took pro-

cess safety about 140 years to push into the 

process industries and become mature, and 

cybersecurity is still at an early stage.”



Just as input from humans can add context to data and allow better decisions, it can 

also enable analytics to diversify, and make itself useful in a greater variety of appli-

cations.

“We’re using advanced analytics in the commercial/contracts domain, live unit monitoring 

for daily, weekly and monthly reports, and in process monitoring. We’re basically trying to 

shift from legacy tools that had some cumbersome problems to a more modern software 

platform,” says Yugender Chikkula, technology manager for advanced process control opti-

mization at Motiva Enterprises in Houston, which is a fully owned subsidiary of Saudi Ar-

amco, and is North America’s largest refiner at 630,000 barrels per day and runs the largest 

base-oil lubricants plant in the western hemisphere. Chikkula presented at ARC Industry Fo-

rum 2020. “We’d already been doing data analytics for a long time, so it isn’t new, but most 

efforts have been at the unit and advanced control level for real-time optimization. The new 

set of digital technologies can take these condition-making processes and bring them up to 

solve problems in the higher levels of the organization.”

Chikkula reports Motiva uses analytics to optimize its use of industrial gases, such as hydro-

gen, which is essential for its own oil and gas production. Its hydrogen consumption must 

be monitored in real time to minimize costs, even though usage decisions are often ham-

pered by a lack of real-time data.

Motiva moves analytics  
beyond Microsoft Excel
Refining and lubricants manufacturer multitasks with analytics 
 in diversified applications

By Jim Montague

www.controlglobal.com

	 Oil & Gas Automation	 22



www.controlglobal.com

	 Oil & Gas Automation	 23

“Previously, we used our old friend, the 

Excel workhorse, bringing in data every 

week—or only at the end of the month for 

custody transfers, which made it very cum-

bersome to do calculations. Each month 

required more than 43,000 rows of data in 

Excel, while opening and closing these files 

used to take a couple of hours. Lots of time 

was spent on data wrangling and not much 

time on analysis,” explains Chikkula. “There 

was no real-time visibility and no forward-

visibility, which was causing us an economic 

penalty on our side.”

Motiva uses different analytics tools, but for 

its hydrogen usage, it adopted Seeq’s soft-

ware because it:

• �Connects to the user’s process historian, 

so there are no daily import hurdles;

• �Allows external data imports, such as con-

tract volumes and business plans;

• �Combines actual-minute historian data 

with external data from vendors and orga-

nizational plan data;

• �Can create predictive models using all 

instances of data-produced optimized 

volume balances for the level of opera-

tions planned, and splits usage across 

contact tiers to give them the lowest 

overall cost; 

• �As actual data replaces plan data, dis-

plays the effects of any re-balancing in 

real time with results readily accessible to 

multiple users; and 

“We had good success with this solution and it had a big economic impact, so the next thing was to 
look at other gases and we extend it to modeling constraints on other contracts. We can also use this 
data for planning for unit changes or a test-run plant, and see how they’ll impact contracts, if there 
will a be a penalty, and if we’re better waiting.” Motiva’s Yugender Chikkula explains how Seeq’s soft-
ware benefits the company. Source: Seeq
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• �Makes historian data and external data 

available to test causations, which lets ac-

tual data be compared to plan data to ex-

plain any deviations from expected usage.

“This gives us near real-time visibility into 

what’s happening with our hydrogen con-

sumption. We know where we need to be, 

and we can predict how it’s going to evolve 

over the next few weeks. This gives us han-

dles to adjust takes from different vendors, 

and keep within limits,” adds Chikkula. “We 

had good success with this solution and it 

had a big economic impact, so the next thing 

was to look at other gases and we extend it 

to modeling constraints on other contracts. 

We can also use this data for planning for 

unit changes or a test-run plant, and see how 

they’ll impact contracts, if there will a be a 

penalty, and if we’re better waiting. Previ-

ously, this kind of information never went 

into that kind of consideration.”

Chikkula adds that Motiva also used Seeq’s 

causal maps function for operational trou-

bleshooting by feeding loop-cycling oscil-

lations observed in a refinery unit into the 

software. It had been difficult to pinpoint 

the source of the oscillations earlier due 

to the unit’s recycle streams, but the soft-

ware’s analytics non-invasively narrowed 

down candidates and better focused Mo-

tive’s troubleshooting efforts.

“These causal maps allow us to analyze an 

issue by looking at its dependent variable 

and related independent variables, and it 

indicated causality that lets us prioritze 

how our investigation should proceed,” 

adds Chikkula. “We talk a lot about ML and 

artificial intelligence (AI), but software tools 

that make it simple to connect to multiple 

data sources, where you can do data con-

ditioning and data mining quick and easy, 

and build simple correlation models easily 

can make a big difference. Plus, they can 

go beyond solving engineering problems, 

and have a big impact on other parts of an 

organization.

Michael Risse, VP and CMO at Seeq, adds: 

“We’re really entering the third stage of 

industrial analytics. The first was pencils, 

rulers and clipboards. The second was 

digital networks such as PLCs, DCSs and 

SCADA/HMIs with sensor data stored in 

historians and databases. The number one 

trending tool during this 30-year stage was 

an Excel spreadsheet running on a desktop 

PC. It was accessible, could handle cal-

culations, and let engineers do what they 

wanted, such as cleansing, contextualizing 

and calculating derivatives and integrals, 

but a lot of intellectual property was tied 

up in those spreadsheets. The third stage 

begins with today’s explosion of digital 

data, and delivers self-service analytics for 

subject matter experts (SMEs) by leverag-

ing cloud-computing services and con-

tinuing software innovations. The cloud is 

accessible, elastic, scalable and low-priced, 

while software is integrating big data and 
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accessible ML features, so users can crunch 

numbers better and find insights faster.”

Risse reports the key to prioritizing the data 

and digitalization explosion involves plant 

engineers and other SMEs because they can 

determine which data, context and insights 

will be the most useful for their applications 

and organizations. “You can’t bring process 

engineering expertise to big data scien-

tists, so you have to bring data science to 

the users, who have the expertise to know 

the individual quirks of their processes and 

facilities, and can solve problems locally,” 

explains Risse. “They can also ask the right 

questions to make sure an analytics project 

doesn’t try to ‘boil the ocean.’ “

Risse adds that Seeq aids analytics projects 

because it can securely connect to data in 

dozens of different SCADA and DCS histori-

ans and contextual data sources like batch, 

MES and quality applications, so all the 

sources feel like they’re in one overall sys-

tem. “This gives engineers and other users a 

consistent virtual experience with their data,” 

adds Risse. “It also means their data doesn’t 

have to be moved, and is just fine where it is 

if we can connect to it, and saves users time 

by doing analytics without a lot of pre-work.”



An ever increasing quantity of legacy equipment with disparate and aging controls 

might not be the ideal starting place for standardization, but it sure makes you 

want it. In 2000, Occidental Petroleum’s Permian Basin operations expanded with 

acquisitions of existing wells from Shell, Amoco and others, including their existing systems.

“We had probably one of everything ever made, and a lot of different SCADA systems,” said 

Alan Bryant, senior automation engineering advisor, Occidental, who presented with col-

league Mauricio Castillo, industrial control systems advisor, in the Oil & Gas Forum at Auto-

mation Fair 2019 this week in Chicago.

Occidental is in the upstream business. “We pump it out of the ground, separate the oil, 

water and gas, and sell it,” Bryant said. Its Permian basin is 75,000 square miles over west 

Texas and New Mexico. “The field we’re talking about is 90 square miles, a wide area to 

cover with SCADA, with thousands of wells,” he said.

Bryant joined the company in 2003, and his first job was to develop an open automation 

SCADA system to join those wells together. In 2005, his group standardized on an ap-

proved vendor list, “but having legacy hardware also meant we had legacy people, and we 

could only get it down to three PLC vendors,” he said. Still, they standardized hardware, 

protocols and programming at the upper levels.

Standardized automation 
boosts productivity  
at Occidental
By Paul Studebaker
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“In 2011, we settled on Rockwell Automa-

tion, as ControlLogix 5000 could support 

everything in one platform. That allowed us 

to standardize programming at the lower 

levels,” Bryant said. “It helped that at that 

point, we consolidated the automation 

function, with 45 technicians under one 

manager. That manager wanted a single 

system to support.”

About that time, the company reorganized 

the automation into two groups—one for 

supporting existing oil rigs (EOR), another 

for exploration, drilling and unusual applica-

tions called BU. Bryant became part of EOR, 

Castillo is in BU. “EOR had a small annual 

budget for some proactive replacements, 

but mostly replacement at failure,” Bryant 

said. “We had standard panels made that 

we could quickly deploy for upgrades and 

at new wells on skids.

“We have a standard CPU box, power sup-

ply box, and remote I/O boxes for wells, 

separators and test. Today, we have Rock-

well Automation send us complete, facto-

ry-built panels. We can deploy standard 

programming to standard CPUs and we’re 

ready to go.”

NEW AND UNUSUAL  
APPLICATIONS
In 2017, the BU group wanted to develop 

a standard approach to new and unusual 

applications. “We also do a good amount 

of drilling and new wells with flow lines and 

facilities, that have their own requirements,” 

said Castillo. “Time is money in this busi-

ness—one or two days delay costs far more 

than small parts of field systems. We need 

systems to be easy to deploy, and flexible, 

as standard automation does not mean 

standard facilities.”

The group was doing too much customiza-

tion of specific panels. It needed shorter 

lead times and the ability to make quick late 

changes. “We’re concerned about total cost 

of ownership (TCO), not just low initial cost,” 

Castillo said. “We need the ability to maintain, 

and to add equipment, upgrades and I/O 

later on. And a dependable supply chain.”

A typical well train will have the wells 

plus separators, a heater treater, oil tanks, 

“We need systems to be easy to deploy, 
and flexible, as standard automation does 
not mean standard facilities.” Occidental’s 
Alan Bryant discussed the company’s drive 
to standardize its Permian Basin automation 
platforms on a handful of factory-assembled 
Rockwell Automation cabinets. 
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water tanks, a water transfer station, gas 

scrubber, flare and gas and oil metering, 

with the associated pumps, valves and 

instrumentation.

BU’s standardized approach identifies au-

tomation requirements by equipment (PLC 

or Remote I/O); enclosure size—tiny, small, 

or medium; type (CPU and module setup); 

base/expansion (module quantity); ver-

sion; and inventory name (description). The 

result is seven equipment types that can be 

matched to the requirements. “You can put 

them together to get what you need,” Cas-

tillo said. “You can go with a base version or 

provide room for expansion or to customize 

or add equipment.”

They also standardized on 11 versions of 

wire harnesses. “It takes minutes to wire 

versus hours for point-to-point, with better 

quality control and serviceability,” Castillo 

said, “And if there’s a wiring problem, you 

can just change the cable.”

Once they design a train, if a second train 

comes on, they can just duplicate the 

system. “We can have standard, prebuilt 

boxes in inventory instead of building cus-

tom panels,” Castillo said. “And over time, 

as new versions and processors come out, 

we can migrate to them so when an old 

one goes obsolete, we already know what 

to replace it with.”

They have optimized designs with better 

documentation and streamlined procure-

ment. “I can call the vendor and say I want 

20 of these over the next six months,” 

Castillo said. “We have the equipment on-

hand to deploy on a construction site so the 

crews can make the connections and test 

everything, fast.”

Having the same equipment everywhere 

makes it easier to train people. And, if they 

find out in the field that there’s a problem 

with a component, like a terminal block, they 

can re-specify it and correct the inventory.

“Standardization can work in any industry, 

not just oil & gas,” Castillo said. “But, if you 

have 13 ways to do things and decide to 

standardize, don’t end up with 14 standards.”



Connecting oil and gas wells and their supporting sites and equipment with In-

dustrial Internet of Things (IIoT) technologies can increase production, reduce 

downtime, improve safety and reduce emissions. It provides these advantages by 

enabling remote monitoring, automated workflows, machine learning, augmented reality 

and other advanced technologies. Because of these potential benefits, many users are in-

vestigating digitalized devices and software, and trying them in non-critical sections of their 

applications and facilities.

This is where IIoT and its fans meet reality—and lose momentum.

Legacy assets, connectivity issues, worker attrition, cybersecurity, possible governmental 

concerns and other pesky snags contribute to slowing IIoT and digitalization down, accord-

ing to the five panelists in the Upstream Oil and Gas Forum at the 2019 Emerson Global Us-

ers Exchange in Nashville, Tennessee. However, they reported that careful, common-sense 

approaches can solve many of these issues, and deliver on many of the promises of the IIoT 

and digitalization.

THE GOOD NEWS
“We had 300 wells we couldn’t monitor remotely before, so when there was a drop in 

production, we had to send someone out in a helicopter. Last year, it took 37 helicop-

IIoT in oil and gas?  
Users make gains—carefully
By Jim Montague
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ter trips and two weeks worth of time to 

check those wells, and find and resolve 

problems—and we lost 2,000 barrels of 

oil,” said Todd Anslinger, control systems 

engineer, IIoT Center of Excellence, Chev-

ron. “Since we added Emerson transmitters 

and Digi gateways that transfer 4-20 mA 

signals to the cloud via LTE cellular wire-

less networking, we can monitor when they 

go below a certain output pressure, for 

example, and determine if they really need 

a visit or not. We estimate we can save 

about $25,000 per event.”

Tim White, asset management director 

for offshore drilling contractor Valaris plc, 

added that, “When events happen offshore, 

managers onshore want to know what’s 

happening. However, it can be risky to have 

calls coming in every hour, so we’ve been 

trying to correlate our data to better inform 

our rig managers, so they don’t have to call 

as much. Plus, more readily available data 

helps us look like rock stars to our VPs.”

Likewise, natural gas producer EQT Corp. 

recently implemented IBM Maximo asset 

management software to help its supervi-

sors and managers by showing production 

data on their PCs and smart phones, ac-

cording to Gary Baxter, former production 

operations director, EQT. “This solution got 

us involved with IIoT, but we soon found 

that we needed 78 database revisions,” said 

Baxter. “We couldn’t do all of them, so we 

had to revise, and implement Emerson’s 

ROC800 remote operations controller, 

which let us do more analytics.”



www.controlglobal.com

	 Oil & Gas Automation	 31

Similar to his fellow panelists, Jim Sage, IT 

principal for emerging technology, Oc-

cidental Petroleum (OXY), reported, “We 

implemented IoT starting last year, and 

began by proving its viability and value, 

researching available IoT platforms, deter-

mining device connections, and validat-

ing how we’d create software containers 

and analytics. We also asked our business 

side what kind of real-time drilling and 

gas lift data they’d need. We learned it’s 

important to determine the IoT-readiness 

of the larger organization, so over the 

last year and a half, we got ready with a 

cloud-computing that we could plug our 

IoT solution into. Now, we can connect 

edge-computing devices to help control 

shutdown devices.”

IS ROI THERE YET?
Because funding for innovations is often 

scarce, the oil and gas panelists reported 

that IIoT and associated new technologies 

must demonstrate their value quickly to 

gain acceptance.

“We look to see financial benefits within 

one year because if it’s two or three years, 

then it won’t get funded because every-

one assumes the technology is going to 

change anyway,” said Anslinger. “Behavior 

changes with familiarity and training, so 

it’s crucial to show people what the IIoT 

can do for them, what dollars and cents 

they can gain, and that it’s cost-effective 

to implement.”

Beyond fast payback, White reported IIoT 

must also show it can ease user workloads. 

“The first response to many networking 

projects is ‘Big Brother is watching’ and that 

we’re spying on them. So, we try to show 

the benefits of IIoT to the guys on the front 

lines and how it can make their jobs easier. 

For example, IIoT can automate many of 

the tasks they don’t like, such as collecting 

some scheduled readings, which helps them 

start to like IIoT and support it.”

Baxter added, “It also helps to keep an IIoT 

solution in front of everyone and train them. 

They also appreciate it more if the solution 

comes from other field and operations users, 

rather than some ivory tower in Houston.”

Sage explained that any effort to get po-

tential users acclimated to the IIoT can be 

helpful because disruptive changes have 

been coming so fast. “Most changes in 

process control and automation have been 

incremental, but what’s happening now is 

a reallocation of people to learn the new 

skills needed as we transition from previous 

methods to those based on the IIoT. And, 

once we connect to our edge devices, the 

benefits of their data will start to come in.”       

MORE TIMELY DATA, MORE GAINS
One of the main advantages of the IIoT and 

digitalization in general is that users can 

not only collect more signals and data, but 

they get them much more often. “With our 

wireless devices, we can check process or 
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equipment status every hour,” said Chev-

ron’s Anslinger. “For instance, when we 

inject CO2 and water into wells, we can see 

the downhole pressure more frequently, 

and make better decisions.”

White reported that Valaris will use its in-

creased data volume and speed to improve 

maintenance, as well as optimize opera-

tions. “One of our big goals is condition-

based maintenance, and we know the IIoT 

will help accomplish it, as well as reduce 

staff and deploy ‘tiger teams’ that can man-

age multiple rigs,” explained White.

OXY’s Sage added that some job descrip-

tions have to change to allow many IIoT-

related benefits to happen. “Field techni-

cians and IT used to work in very different 

areas, and used to be subject to many of 

the information technology (IT) vs. opera-

tions technology (OT) conflicts and asser-

tions that ‘this is mine,’ “ said Sage. “How-

ever, digital transformation is merging 

these areas, and at the same time, expand-

ing many data science departments that 

are needed to move digital transformation 

forward. Our own data science group has 

grown astronomically.”

Jorge Tavaras, manager at Petrobras, add-

ed that, “Our OT and IT personnel and tasks 

have become very mixed in recent years. 

Sometimes we find ourselves doing each 

other’s jobs, and sometimes we no longer 

know if we’re in the IT or OT groups.”

SIMPLER, FASTER, SECURE  
COMMUNICATIONS
Anslinger reported that another virtue of 

the IIoT is it allows people and their de-

vices to communicate more quickly and 

get more done. “When we used to add a 

non-control instrument to a process, we’d 

typically have to submit a management of 

change request (MOC), and it could take 30 

days to run conduit to the DCS, add a PLC 

if needed, and complete about eight total 

steps to reach the cloud and get data to it,” 

said Anslinger. “Now, if we’re just adding an 

IIoT-based analytics device, we can get it 

done by lunchtime.”  

Sage added that OXY requires its IIoT 

devices to be LTE wireless/cellular, which 

lets his staff tell their field colleagues that 

they’re taking devices off the operations 

network and freeing capacity. To maintain 

cybersecurity, he explained that OXY usu-

ally has many field and business firewalls, 

and avoids opening IoT connections to field 

devices, but also extends its LTE devices 

from a DMZ and automated private network 

(APN) to the cloud.

RECIPE FOR SUCCESS
Because about 70% of IIoT projects report-

edly fail, the panelists agreed there are 

several primary elements needed for digital 

transformation and IIoT success.

“Oil and gas users are good at develop-

ing and running pilot projects, but not as 
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good at scaling them up,” said Chevron’s 

Anslinger. “This is where C-suite approval 

and support is really crucial, and where 

useful innovations like the IIoT can get the 

traction they need. However, IIoT projects 

are also likely to fail if they require a lot of 

added infrastructure work. If an ultra-wide-

band device is installed under other equip-

ment, and needs conduit and fiber run to 

it, then it’s tough for users to swallow if 

they’re only going to get, for example, just 

10 centimeters of added accuracy.”

Sage added: “Many legacy devices were 

installed in the field and forgotten. What’s 

needed now is more consciously man-

aging operating systems and their field 

devices. The IIoT is mainly just adding 

an ARM microprocessor, but they need 

updates and a system to manage them, 

which we’re exploring.”

Beyond internal support, Sage and Ansling-

er added it’s vital to have knowledgeable 

partners and vendors for IIoT and digital 

transformation projects.

“A year and a half ago, we still had vendors 

that were proposing closed systems and 

networks, and they’re either no longer in 

business or trying to adopt open-system 

standards,” said Sage. “There are also ven-

dors that propose doing IIoT as an open 

service, but we’re also not going to put an 

unknown black box or software in our pro-

cesses. Of the many startups trying to do 

IIoT, most don’t understand how to interact 

with existing plant systems.”

Anslinger added that, “Suppliers can help us-

ers with high-level IIoT strategies, evaluating 

which assets could benefit from the IIoT, and 

what device management is needed.” 


